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Introduction
System Use Case

Van gets loaded in the Depot

- . . . > @ ®
2. Van drives to Meeting Point ﬁ M;gtg
3. Courier gets on the Van  Y— q  —— - g
4. Courier drives the Van to delivery area o

5. Courier takes and delivers parcels o

6. Courier calls the Van to the new location oI A |
7. Courier drives the van to Departure point ® L
8. Courier leaves the van ®

9. Van drives to the Depot

10. Van gets unloaded in the depot and then sent to the parking

Delivery
area
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Introduction
Communication Requirements

* VanAssist System Entities

e Couriers

* Vans
* Backend .
« Communication Needs
* Courier gets updates from van ——

* Courier sends commands to van
* Backend monitors vans and handles unexpected situations

e Couriers update FMS with delivery status

Delivery VAN

GSM/
4G/5G

Cloud
Interface

VanAssist
j— e |
Y _ |
| |
«a— =111 |
| | | |
Ll |
Postm v I

GSM/ ()]
4G/5G J
SRWN/ ‘_
LPWAN b
Cloud Interface H
Af— - _I

TCP/IP

Cloud Interface

Backend Application(s)

Communication Servicel (s) I
Postman Application(s) ] I
- — 1
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Introduction
Security Requirements

 Communication is on public network

e Possible attacks

* Data leakage

Denial of Service (DoS)

Data tempering

Unauthorized access

Fake entity injection
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Architecture of the Communication System
Architecture Description

VVanAssist
. . Smartphone O
» System users (courier, depot service) o w
interact with the system via
smartphone and a combox —
* Vehicles also interact with the system g .
_
via a combox A
* A backend system acts as the 1
Vehicle Stack ComBox (Vehicle) Control Center
backbone to the whole system and v | [ oter |
‘ Autonomous Driving ‘.0. go B <) N
manages couriers-vehicles interactions osortr] | s |
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Architecture of the Communication System

Roles and Components

* Logistic Center

* Manages and monitors couriers, parcels, navigation maps

* Control Center

Smartphone

Delivery App

Deep Map

BLE

O
O
Q P Depot Service

Courier

*  Monitors and supervises delivery vans
* SBox
* The interface between Courier’s smartphone and Backend system (Logistic
Center)
*  Smartphone

* Delivers van status to Courier and gets and relays Courier commands to SBox

* VBox
* Gathers van status and relays them to Backend, relays received commands to
van
* Vehicle Stack
* Interacts with vehicle sensors and actuators to send status to VBox and

deliver commands to vehicle

BLE

Cellular

LoRa

ComBox (Smartphone)

VanAssist

Logistic Center

Parcel
Management

e .M
<<

Navigation

User
Management

Vehicle

Vehicle Stack

‘ Monitoring ‘ ‘ Safety ‘

Autonomous Driving ‘ .0.

Outdoor Maps

‘ Sensors ‘

Bridge

ComBox (Vehicle)

App

Cellular

LoRa

Control Center

Fleet Management
(Backend)

.H Fleet Management

(Frontend)

Outdoor Maps
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Architecture of the Communication System

Primary Communication

* Primary Communication is established via
cellular network

e SBox from Courier domain and VBox from
Vehicle domain have access to cellular
network

e LC-CC connection is established via
LAN/internet

* Every message between SBox and VBox is
relayed through LC-CC

Smartphone

Delivery App
Deep Map

BLE

il
J

VanAssist

ComBox (Smartphone) Logistic Center

anagemen
o M oute,
Cellular o .
<
ser
LoRa
anagemen

Vehicle

Vehicle Stack

()
Rt 3w | He——Da
o

f_{

ComBox (Vehicle)
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Architecture of the Communication System
Secondary Communication

VanAssist
. . . . Smartphone O
* Primary Communication requires cellular - w
network coverage |

e Cellular coverage might be [temporarily]

. o ComBox (Smartphone) Logistic Center
unavailable in some areas p
. . R
* To improve system reliability, a secondary T
. . i
communication path between SBox-VBox
is designed Vehice
. . . Vehicle Stack ComBox (Vehicle) Control Center

e Secondary communication protocol is [wortars | [ e |

LORa ‘ Autonomous Driving ‘.0. B <) N

el p—
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Architecture of the Communication System

Interfaces and Protocols

VanAssist

Logistic Center

Application
Parcel User
Management| |[management

Route/

REST Navigation

Middleware

Express

!

REST

* Bluetooth Low Energy (BLE) Smartone
between the App and the SBox . i)
* REST for the communicationto | :
and within the backend systems
* LoRaWAN for the secondary L{Ra
communication [ oz =
* ROS for the vehicle related I T T
functions

Control Center

Application

Fleet Fleet
Management | Monitoring
Middleware
Express ROS

Communication Libs

ETH

July 2021 VanAssist — Communication and Security Architecture

10



Security Design
Security Considerations

VanAssist

* Entity Authentication

* Logistic Center — Control Center

SBox — Logistic Center

SBox — Control Center

VBox — Control Center

SBox — VBox (Secondary communication)

* Data Confidentiality and Integrity

* All exchanged messages must be encrypted
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Security Design
Security Domains

Smartphone

. . . . . Delivery App O
e Architecture is divided to 3 domains '_ﬂ mice

BLE

e Backend Domain

NE

* Logistic Center I
* Control Center a

——— ]
* Courier Domain

ComBox (Smartphone)

BLE

LoRa

* SBox

* Smartphone

VanAssist

End Entity Certificate + Private Key

Trust Anchor

ellular o .ﬁ.
: I

— i

Logistic Center

Vehicle
* Vehicle Domain Vehicle Stack
‘ Monitoring ‘ ‘ Safety ‘
* VBOX Autonomous Driving ‘w.
* Vehicle Stack [ouceorto] [ semers |

T

ComBox (Vehicle)

“

()

2 Cellular .
m

QO ()
Q
3 <38
o 0 D S o o
BmPpy ;" 5258
o
2 |53
ertirication
uthor

Control Center
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Security Design
Security Implementation

VanAssist

* Logistic Center — Control Center: TLS certificates

e SBox — Logistic Center: Challenge — Response mechanism

SBox — Control Center: TLS certificates

VBox — Control Center: TLS certificates

* SBox — VBox: Pre-shared key via primary communication
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Security Design
Security Implementation

e Authentication between Logistic Center and

Control Center
* TLS-Based authentication
* First, Control Center verifies Logistic Center certificate
* Then, Logistic Center verifies Control Center certificate
e After authentication, the session key is exchanged and

the communication is encrypted using the session key

Control Center
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Security Design
Security Implementation

VanAssist
* Authentication SBox/Logistic Center [Cconer | (o | [ s | [ioomecome] [convorcomer
* First, SBox requests the backend AuthToken ﬂzstamp | | | |
* Logistic Center, retrieves backend AuthToken from Control QW punerteste 4 o
Center and forwards it to SBox o oxamen | {sKt(A:TT:
* After verifying AuthToken, SBox requests for Lfeorm umen : |
authentication challenge from Logistic Center {G‘tg;im)
* Logistic Center generates and sends challenge for SBox [Etﬂesmﬂse“emnseg
« SBox generates and sends the corresponding response I E]:M]

Logistic Center verifies the response and authenticates

SBox
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Security Design
Security Implementation

* Authentication VBox/Control Center [ == | [ween] o] | e ][ e
* After vehicle power-up, VBox sends its 2
certificate to Control Center
* Control Center verifies VBox certificate iﬁﬂmﬁ
 If corresponding SBox is online, an AppToken ‘M]]» __________ _—
is generated and sent to VBox and SBox Hsg‘mﬁn T ) | |
L | PO .
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Security Commands and Requests
SBox and Logistic Center

VanAssist
SBox

URL Method Description

/api/vl/security/authtoken GET Retrieve authentication token from control center to verify logistic center
/api/vl/security/authchallenge GET Requesting for authentication challenge

/api/vl/security/authenticate POST Providing authentication response
/api/vl/fleet/vehicle/<vehicleid>/drivetopos PUT Send vehicle to a specific position
/api/vl/fleet/vehicle/<vehicleid>/status PUT change the status of the vehicle

/parcel/all GET Load all parcel data

/parcel/delivery/success PUT Confirm successful delivery

/parcel/delivery/failure PUT Confirm not successful delivery

Logistic Center

URL Method Description

api/vl/security/apptoken POST Send the application token to an SBOX
/api/vl/fleet/vehicle/<vehicleid>/drvsysstatus PUT Push the current driving system state of a vehicle
/api/vl/fleet/vehicle/<vehicleid>/currpos PUT Push the current position of a vehicle
/api/v1/fleet/vehicle/<vehicleid>/currtargetpos PUT Push the current target position of a vehicle

/api/vl/mgmt/connect GET Establish connection with control center
/api/vl/fleet/vehicle/<vehicleid>/drivetopos PUT Send vehicle to a specific position

/api/vl/fleet/vehicle/<vehicleid>/status PUT Set the status of the vehicle from operational point of view e.g. ready, error
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Security Commands and Requests
Control Center and VBox

VVanAssist
Control Center Connector

URL Method Description
/api/vl/fleet/vehicle/<vehicleid>/currpos PUT Send Current vehicle position
/api/vl/fleet/vehicle/<vehicleid>/currtargetpos PUT Send Current vehicle target position
/api/vl/fleet/vehicle/<vehicleid>/drvsysstatus PUT Push the current driving system state of a vehicle
api/vl/security/apptoken POST Send the application token to VBOX
api/vl/security/apptoken DELETE Delete the current application token from the VBOX
/api/v1/fleet/vehicle/drivetopos PUT Send vehicle to a specific position
/api/vl/fleet/vehicle/statectrl PUT change the status of the vehicle
VBox
URL Method Description
/api/vl/security/authenticate POST Delete the current application token from the VBOX
/api/v1/fleet/vehicle/<vehicleid>/currpos PUT Send Current vehicle position
/api/vl/fleet/vehicle/<vehicleid>/currtargetpos PUT Send Current vehicle target
/api/vl/fleet/vehicle/<vehicleid>/drvsysstatus PUT Push the current driving system state of a vehicle
/api/vl/fleet/vehicle/<vehicleid>/sensor/cam/<id> PUT Send camera data to control center
/api/vl/fleet/vehicle/<vehicleid>/sensor/lidar/<id> PUT Send lidar data to control center
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Implementation

Courier

Smart Phone App
(BIT/IUMA)

(-BLE

Logistic Center

Logistic Center
Connector
(HSO)

Routing
(UMA)

VanAssist

Control Center Connector
(HSO)

Connector

Vehicle Stack

Vehicle

(Rosz(nnsy

ROS Adaptor

CC-Vehicle
Connector

ROS2(DDS >

Control Center

Control Center APP
(TUC)
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Implementation
Backend Implementation (Logistic Center)

Backend State Machine

» After start-up system goes to initialize state

* Then it goes to Technician’s control

* Afterwards, it goes to warehouse for loading

* Then it goes to the meeting point and
delivery starts

* Inthe end, it goes back to warehouse for
unloading undelivered parcels

* Inthe end, it goes to parking and waits for

the next round

Send vehicle to packing station by
Logistic Center

g

Position reached by vehicle

[Finish delivery by courier]

In Delivery

[inspection successful by technician]|

Available

Going To Packing Station

[Send to custom target by Logistic Center]

Warehouser Control
Getting Packed Ready
[Packing done by warehouser] |
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Implementation
Backend Implementation

Application Application
User management Parcel management Fleet management CC Interface
Fleet management Mavigation Driver
File system ROS
Driver
File system javawebtoken EXpress.js javawebtoken EXPrEss.Js
Logistic Center Control Center Connector
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Implementation

ComBoxes Implementation

Application

App Interface

Driver

File system LoRa
javawebtoken BxXpress.js
Cellular ELE

VanAssist

Application

Vehicle Interface

Driver
File system LoRa
javawebtoken EXpress.js
Cellular ROS
VBox

July 2021
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Integration
Integration Steps

e |ndividual Units

* Implementation and testing of system units

* REST Interfaces
* Test the REST interface between SBox, Logistic Center, Control Center, Vbox

* Emulate vehicle with simulator
* ROS Interfaces

e Test the ROS interface between VBox-Vehicle and inside Control Center
* LoRa Interface

* Test the LoRa secondary interface between SBox and VBox

* Final Test

* Test all the interfaces with backend system and vehicle enabled

VanAssist
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Integration
ComBoxes

 Common Base Platform (Raspberry Pi 3)
e Common Cellular-Shield

e Separate LoRa-Shields for VBox and SBox

* LoRa Device (SBox)

* LoRa Concentrator (VBox)

e Common Operating System (Ubuntu)

Common Software Modules (e.g. Node-js)
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Integration
Logistic Center — Control Center Connector

e Hardware Platform: Industrial PC
* |Internet Connection via Ethernet
* Linux Operating System (Ubuntu)

 Common Software Modules (e.g. Node-js)
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Summary
VVanAssist

* In the first step, communication and security requirements of the system have been specified

* Then, according to the requirements, system architecture has been designed and system
entities are defined

* Primary and secondary communications have been desined to improve system reliability

* The system has been divided to several security domains

* Different authentication and encryption mechanisms have been employed to ensure system
security

* The system has been implemented and tested step by step from unit test to comprehensive

test of the integrated system
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